
Welcome to the Retiree Series: Cybersecurity and Protecting Your Privacy. STRS Ohio is pleased 
to introduce guest speaker, Ryan Lippe, from the Ohio Attorney General’s office. He will discuss 
important safety tips, online services and how to protect your personal information. 



Thank you for joining us today. I'm not sure we all could have done this two years ago, before 
COVID. In a good news bad news kind of way, it's forcing people to learn some cybersecurity 
and Internet usage-type features which we probably never would have explored ourselves 
without some type of pandemic. So that is, I suppose, the silver lining.

My name is Ryan Lippe and I'm with the consumer protection section of the Ohio Attorney 
General's office. I would like to thank STRS Ohio for allowing me to come back and talk about 
cybersecurity. We have been giving this presentation now for roughly three or four years. We 
have added this to our array of consumer protection topics which also include consumer 
scams, identity theft, consumer rights and other related topics.
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Our office is pretty big. We have about 33 sections and roughly 1,500 employees. The top employee 
is Dave Yost, the elected Ohio Attorney General. He is the 51st Ohio Attorney General. We do not 
provide legal advice to individual consumers when we provide legal representation. It is to state 
agencies and statewide office holders and county prosecutors. When we get to the Q and A 
segment, I will try not to give any legal advice. Most of you probably do not have any legal questions 
involving cybersecurity. However, if you did, I would probably refer you to an attorney that can 
answer your questions. I am an educator.

We do a lot in terms of dispute resolution and a lot of informal services. But we cannot go to court 
on behalf of one issue with one consumer. We weigh a lot of things into our consideration before 
we go to court. Usually, there has to be some type of pattern or practice of unconscionable business 
conduct before we actually go to court on behalf of all the affected consumers and the public at 
large.

As previously mentioned, we have 33 sections in our office. It is fairly broad so I want to give you, in 
maybe two minutes of time, an idea of how broad we are. We have a crime victim section. They can 
do presentations about victims of violent crime and how they might be able to be compensated if 
they do not get insurance reimbursements. We have a charitable law section, they can talk to you 
about being a wise donor and they can take complaints about sham charities. Fortunately, there are 
only a few sham charities, at least that we know about at this point. Most charities have a pretty 
good reputation. However, a lot of consumers are concerned about how much money goes into 
overhead and administrative costs. They want as much money as possible, of course, to go in the 
direction of helping cancer victims, veterans, or whomever the charity was designed to impact. 
They take complaints at the charitable law section as well as offer a great database. You can look up 
charities and figure out whether those charities are registered in the state of Ohio. And, whether 
they are up-to-date with their reporting requirements.
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Next, we have a health care fraud section and I always try to bring this out to retirees. We have 
the ability to enforce the Ohio Patient Abuse and Neglect Act. If you are in a nursing home or 
an assisted living center they do have authority to enforce that law. So, if you see misconduct 
happening in a group setting like that, you can call the Ohio Attorney General's office and 
direct your questions or your input to the health care fraud section. They also do a lot in terms 
of Medicaid fraud because Medicaid is a joint state and federal program. The health care fraud 
section will get money back to taxpayers if there is misuse and abuse of Medicaid dollars by 
Ohio physician offices, healthcare workers or anyone that might try to deceive the state into 
paying for something that's not properly delivered.

We also have a couple of sections that are law enforcement related. There is the Ohio Peace 
Officer Training Academy, which is based in London, Ohio. They also have some great facilities 
in Richfield, which is up towards the northwest quadrant of Ohio. So, they do all kinds of 
advanced law-enforcement training. They also enforce and help certify basic-training facilities 
and basic-training instructors to help all the police departments.

And then we have BCI or the Bureau of Criminal Investigation and Identification. It's also based 
in London, Ohio. They have field offices throughout the state. Most notably, I always bragged 
about the campus at Bowling Green State University because it was redone about seven or 
eight years ago and it just looks fabulous. So, if you are ever offered a tour of the BCI offices, in 
Bowling Green especially, I would take up that offer. The BCI offices, in general, do crime lab 
work, solve missing person cases, and they deal with crime scenes DNA handwriting fingerprint 
analysis. If you have seen CSI on TV, you have a rough indication of what kind of work, the BCI 
performs in the state of Ohio. 
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I'm here today on behalf of the Consumer Protection section. What we try to do is ensure that 
it's a safe marketplace for consumers. Whether you are buying something down at the mall, 
presuming your mall is still open, or you are buying something all the way around the world 
through the Internet. You have consumer rights, and a lot of those are encapsulated in the 
Consumer Sales Practices Act. The CSPA, I don't expect you to remember that acronym, but the 
CSPA is a bunch of different rules and regulations that the General Assembly in Ohio adopted 
decades ago. It has been built up and built upon by case law and various practices that we 
would consider to be unfair, unconscionable, and misleading. When it comes to ensuring a safe 
marketplace, we deal with everything from home improvement work — and yes, we see plenty 
of home improvement scams, especially as we go into spring and summer. Please be aware 
that those going door-to-door may not have your best intentions in mind. They may be 
legitimate, but a lot of the scammers we see go into a community, especially after bad 
weather, and they deceive the homeowner into giving them an upfront deposit and then run 
away and never do the work. So, we see that so many times, especially as it gets warmer out.

Seeing a store advertisement. If it is buy-one-get-one free, they should not be including the 
price of the first item in the in the price that you pay. That kind of deception is not allowed. If it 
is free, it is supposed to be free. 

And buying a vehicle. That is actually our number one complaint category. It has been for 
several years now. Buying a used vehicle or a new vehicle. The lemon law really only applies to 
new vehicles. So, if you are buying a used vehicle you will want to be very, very careful. We 
actually have a used car buyer checklist on our website at ohioprotects.org that helps you 
choose the right dealership and the right vehicle. And, knowing simple things like the vehicle 
identification number and the kind of complaints received about the dealership can be very, 
very helpful in determining the right product and the right services for you and your family.
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What is cybersecurity? Essentially my definition, and our definition in the office, is protecting 
computers and mobile devices — we are counting smartphones, laptops, tablets and sort of 
everything in between — from attacks and harm caused by malware. Malware is malicious 
software and it is designed to damage or disable computers. It comes in different shapes and 
sizes. Some examples include viruses, which we know are programs designed by definition to
infect computers and spread to other user’s devices. It could prohibit you from even loading up 
your computer's operating system to get up and going with your laptop. We see a lot of 
spyware which is loaded and shown to a user. Spyware can sometimes automatically track and 
steal personal information when or if you put them into your computer or you have them on 
your hard drive. Not to scare you, but spyware is kind of scary. It can try to get passwords and 
credit card numbers. It can log keystrokes unless or until you decide to clean up your computer 
and have a professional really do their due diligence and get everything off your computer that 
should not be there. 

We also see some ransomware. That is a type of malware. Ransomware can literally lock your 
computer or your mobile device up and demand payment to regain access to the device.
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Why is cybersecurity important? Well, certainly you found it important enough to join me 
today. I really appreciate your time and your effort to help learn some of these issues and 
some of the sub-topics.

These logos represent money protecting your identity and keeping your personal information 
private. Our society has increased its’ use of technology. COVID has increased our use of 
technology. With that increase comes a cost to businesses, as well as consumers. It costs 
money to protect your personal information from harm and from data breaches, and not 
protecting that information puts a company's reputation at risk.

Look at the bad name that Home Depot, Target Anthem insurance and plenty of other 
companies underwent, at least for a while. While they were dealing with their own data 
breaches over the last five to 10 years, think of all the media coverage and embarrassment 
that some data breaches have caused companies and other organizations, including 
government agencies. Think of all the money they spent to fix the problem and defend their 
reputation. 

There is a cost to consumers, too. According to CBS news, there is a new identity theft victim 
every two seconds. And where there is a financial loss, the average loss is roughly $1,700 per 
victim. And, of course, all the money that companies are spending to make their reputation 
better to improve their cybersecurity. All that is probably getting passed on to consumers 
through higher prices. So, don't think this does not have a cost to us directly, as well as 
indirectly. And it's really more important than ever that we learn about these topics, including 
security and privacy.
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We are going to talk about both security and privacy. According to the Zero Knowledge Privacy 
Foundation, they put it pretty simply. Security refers to the ways we protect ourselves and our 
property. It is like the lock on our front door. Privacy is our ability to control access to our 
personal information and activities. It is like the blinds on our window. So sometimes we want 
the door unlocked if we know we are expecting to bring in packages, if we want someone to 
come in like a relative that is out in the driveway. But most of the time we lock it. We want to 
be as secure as we can be in our homes, including our computers and our cyber devices. And,
there are times we want the blinds on our window closed. We want our guard up rather down 
when it comes to privacy in our social media, our email and in all of our online activities. 
Whether it be chatting in the chat room, looking at your account statement through STRS Ohio 
or making changes to your tax return. All that kind of information we want to keep to 
ourselves.
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We are going to go through some security tips. Some of these you might think are common 
sense, so we are just sort of reiterating them. Other ones you may or may not have thought of 
until today. You certainly need to be aware of malware and phishing schemes. Phishing when it 
is spelled with a “PH” — most of you know how to spell the real fishing like in Lake Erie — but 
when phishing is spelled with a “PH” it is phishing for your personal information. You want to be 
very careful about phony banks, phony credit cards, and phony organizations trying to get at 
your personal information through phishing schemes. We see a lot of emails that are created 
using stolen bank logos and bank disclosure statements. Maybe even stealing signatures and 
photos from the bank's real website. So you do not want to click on suspicious links and you do 
not want to click on suspicious attachments. You do not want to go on to websites if they seem 
like they might not lead you to a good resolution. You do not want to reply or interact with the 
con artists that are the phishing criminals. You do not want to click on the link. Clicking on a link 
is enough to give your computer malicious software. Downloading a file that you're not sure 
about, even if it looks like a PDF or if it looks like it is something generic or not very dangerous, 
could have drastic effects on your ability to do your own personal business using the device you 
are seeking to use. So, you do not want to interact or click on any suspicious links, attachments, 
downloads, pop-up windows, or  anything like that. It is fine to close out a pop-up window by 
hitting the little “X” in the corner. If you click on a pop-up window that is scam worthy or 
suspicious, you may be hooking into a virus or some type of malware.

You can install a pop-up blocker. Most Internet browsers, I know you guys use different types of 
browsers, probably have a pop-up blocker. You just may have to activate it or download a pop-
up blocker from the Google Play, the iTunes store or the Kindle Store from Amazon — one of 
those well-known and reputable types of platforms.

Also, again, if you view a suspicious pop-up you only want to select “X” to close it. We do see 
pop-ups that claim to be security warnings. We see people’s whole screen turn blue or red when 
really it is a scam. If your screen tells you that you have a virus and they tell you to call a phone 
number, it is most likely a complete scam. A computer-repair scam. We’ll get into a little bit of 
those scams in a little bit.
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You definitely want to install and update your anti-virus and your anti-spyware program. It may 
be one program that claims to be comprehensive. You may want to go the route where you 
have a couple of different programs with different tactics in mind. I would definitely read
consumer reviews. Check out the source of an anti-virus program before you download it. 
Believe it or not, there are viruses masquerading out there as anti-virus and anti-malware 
programs. Ask friends and family, ask IT people that you know and love and ask consumer 
experts or security experts what they recommend. Sometimes it is a free program or a 
program with a minimal cost. But make sure you are getting what you are paying for.  Do not 
get scammed by buying it from somewhere that is not reputable or someone that recommends 
it over the Internet. Programs offered through a pop-up or an ad may not be the most 
reputable source for you to buy from.

Be weary using free public Wi-Fi. That goes into the heart of some of my recommendations 
even if you are at a trusted location. Think about a library, a coffee shop or the lobby of a 
school. You do not want to use free public Wi-Fi for anything other than anonymous things that 
you would not mind strangers seeing or gaining access to. You do not want to do your taxes. 
You do not want to request a credit report. You do not want to log into anything personal, 
including your email, from free public Wi-Fi. Especially if you do not even need a password to 
get in. You do not know about the security. I personally do not recommend people risk going 
on free public Wi-Fi to do anything other than maybe going to the newspaper website to look 
at the headlines. Maybe going in and checking sports scores. But, gone are the days when you 
should feel comfortable downloading tax returns, requesting information from an airline about 
your flight, or checking your email. Try not to do those things on free public Wi-Fi. Your own 
device, your phone for example, I would trust that cell signal more than I would trust a free 
public Wi-Fi that you do not know the security of.
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Also, never allow remote access to strangers. That gets me to tie in the computer repair scam. 
When you get a cold call from someone claiming to be Microsoft or a tech support agency or 
reputable tech support company, if it's out of the blue it is probably some type of scam. They 
probably want remote access to your computer. So, access from far away is something that can 
easily be done through the Internet or through free programs. I would not let strangers 
remotely access your computer. They can put malware on there. They can put ransomware on 
there. They can charge you. They can claim to give you a rebate and charge you instead of 
giving you a rebate. There can be a lot of damage done simply by giving a stranger remote 
access to your hard drive. 

Again, the computer repair scam hits a few different ways. The first is where they cold call you 
and claim to be tech support. The second is where they will put some type of message on your 
computer by way of a website that has been infiltrated with a virus or something like that. So, 
you might get some type of screen that claims your computer has a virus and to call a phone 
number. That is a scam. Another thing they do, they have been pretty savvy, is actually buying
advertising through some of the search engines and then masquerading as official tech support 
for companies like Microsoft, Apple, Cisco or another world-renowned company. You have to
be extra careful when you're trying to find tech support that you only use official resources and 
that you know the difference in Google (or whatever search engine you use) between a 
sponsored link or a sponsored ad in the actual search results. The scammers are the ones 
buying the search ads sometimes. The real results are where you might get into at least some 
legitimate company’s tech support and tech advice-type areas.
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We're going to go over the computer repair scam through a very short video. 

The text below is a transcript of the video played during the live webinar. 

Hello, this is Bobby with tech support. I'm just gonna need you to give me free access to your 
computer, so I can pretend to remove a virus while actually taking all your personal and 
financial information. Oh, and I’m gonna lock your computer, so you have to pay me to access 
it. Sound good? [Announcer] Unfortunately it's never this obvious, that's why we're here 
dedicated to protecting Ohio families against frauds and scams get the facts, you need today at 
OhioProtects.org.

Okay, so we ran a series of public awareness spots, a couple years ago. This was one of them.
Obviously scammers are not going to tell you what they're really up to. They're not going to 
disclose that they're scamming you or going to lie to you. They're going to pretend to be 
BestBuy. They’re going to pretend to be Microsoft. They’re going to pretend to be some other 
type of official repair individual or unit, and then they're going to scam you. I've seen people 
pay thousands of dollars, not just hundreds, which is bad enough, but thousands of dollars to 
supposedly have their computer repaired. They pay usually using a money card or gift card or 
wire transfer. That's the currency usually of scammers these days.

They don't want your credit card necessarily, but they may want your money and so I've had 
people pay thousands of dollars to repair a computer simply to be able to access their hard 
drive again. And they're paying it to simply a scammer rather than going to the appliance store, 
the computer tech shop down the street, or rather than calling a friend that they know is in IT, 
or knows a lot more about computers than we know. They are enticed through a scam artist 
and, remember, scammers apply their trade 24 hours a day. They know or they've tested what 
works and what doesn't work and they're very, very savvy and it’s difficult to tell one from a 
legitimate tech support staff member — so be very careful.
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Some more security tips in terms of websites. Make sure you know what a secure website 
looks like. Usually, it will start out in the address bar with “https.” The “S” stands for secure. 
The rest of it is the hypertext protocol for virtually every website out there. It starts out with 
“http” that “s” is civically designated for secure websites. Before you ever put in personal 
identifying information, no matter who they say they are, make sure it has “https.” Depending 
on your browser, the address bar may turn green. It may put a padlock symbol in there. Know 
your browser and know what the SURE signs are, at least the hopeful signs, that your website 
you're going to is secure and legitimate.

Also, never allow websites to remember your user name and password. That just does not go 
for when you are at your library. Remember, especially with mobile devices, we do not know 
what's going to happen to your device. You may leave it somewhere, someone may steal it, or 
you may lose it somewhere. Do not make it easier than it needs to be for a scammer to get 
onto your device and to imposter you and take out money or personal information about you. 
At least make it difficult for them. 

You also want to choose complex passwords. I know people get sick and tired of the password 
advice, but I used to recommend eight characters for passwords. These days, I recommend at 
least 12 characters for your password. A lot of experts are wanting you to use passphrases. So
choose a phrase, a long phrase that you wouldn't be associated with ordinarily, and maybe 
make that your password or passphrase. 
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Also, consider password managers. If you are sick and tired of hearing password advice — even 
though it is usually probably pretty good advice, if it is from an expert — use a password 
manager. Use one that is legitimate, that is reputable and that you've read consumer reviews 
about. They make free password managers, and they make pay password managers that cost a 
little bit per month or per year. Choose one that has a good reputation that people 
recommend to you. Then you only have to remember your master password and it does a lot 
of the difficult work of giving you passwords that are long and difficult to hack for all your 
various accounts, or at least most of your various accounts.

So, that is my spiel on password managers. It can be very important to you. If you are not going 
to heed all the password advice you hear, at least go to a password manager that is legitimate 
and reputable.
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And here is a little bit more about passwords from one of our lawyers back at the office. This is 
only about 30 seconds long.

The text below is a transcript of the video played during the live webinar. 

Strong passwords are crucial for protecting your online identity. There are several things to 
consider when creating a complex password. For starters, use a unique combination of numbers 
and letters. Do not use easy-to-guess numbers like your address, phone number or birthday or 
easy-to-guess words like your own name. To create a strong password, consider using the first 
letter of each word and a familiar phrase.

For example, choose a phrase in a random number such as my dog's name is Brutus 739 and 
then use the password MDNIB739. Make sure that you change your passwords often and use 
different passwords for each account. Remember to log off all accounts after using a public 
computer and never opt to have password information saved on your own device. Also, 
consider using a passcode on your smartphone. To learn more about consumer protection visit 
www.OhioAttorneyGeneral.gov 

Okay. Thank you, Tracy.
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Some more security tips again. You not only want to choose hard passwords to hack, but you 
want to choose hard-to-guess reset questions and answers as well so someone who knows a 
little bit about you may not be able to hack in and reset your account using your matching 
questions and answers. If the question you chose was “What is your favorite football team?” 
and all you do is brag about the Buckeyes every day on social media, you may not want to 
choose that as your reset question and answer. Usually, when you set up accounts, especially 
banking accounts and other accredited accounts things like that, you are able to choose 
questions and answers. If they ask you what your mother's maiden name is, that could be 
something somebody gleans from obituaries or someone gets from social media or someone 
who knows a little bit about your family and their history may be able to guess. Make those 
hard-to-guess as well.

Use two-step verification. We are a big fan in the Ohio Attorney General’s office of both two-
step verification and multi-factor authentication. That is where they want — depending on 
your account you might need to enable this feature, which I do recommend — but they want 
more than just your password to get into your accounts. Even if it is you, they want a 
thumbprint or they want a retina scan of your eye. Usually, these days they will send a 
password or a passcode as a text message or an email or even a voice phone call to your cell 
phone. They’re making sure that you are who you are, because you have possession of not just 
your password but also your phone and you are also able to get into your phone and able to 
recite the passcode or the passphrase within that document or within that text message. I use 
this. It is especially important with secure accounts. 
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I know that STRS does a good job with multi-factor authentication. It can bother you. But 
remember it is bothersome for a good reason. It is bothersome because it's difficult to get in 
for a scammer or for a con artist. But I know that I have gotten frustrated at times with 
accounts that I cannot access because I do not have my cell phone. I have to go get it, because 
it is downstairs. It is worthwhile to make that extra effort to enable two-step verification or 
multi-factor authentication. So, do as many of your accounts as permitted.

You always want to log off, like what Tracy was saying. If you log in anywhere, especially on a 
mobile device, especially on a phone, you want to manually log off as well, because there is no 
telling what will happen to your phone 10 minutes after you log off.

Also, you want to increase your security and privacy settings. I would never go below a 
moderate or medium setting for security and privacy settings. The higher you put them, the 
better off you are. It may interfere in some of your browsing activities, some pop ups that you 
may want or need or other types of things that you want to do. I would recommend increasing 
those security and privacy settings for your devices as high as you think makes sense. And then, 
if it interrupts your browsing or if you don't like it, you can find something that you can 
attribute to your settings, roll it back to maybe a medium setting and see if that works better 
for you. In no case would I go below a medium or moderate setting for both the security and 
privacy settings of an app or of a device like a laptop or a phone.
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Understand and manage cookies. Cookies are always little bits of data that insert themselves 
into your hard drive. Some people think of them as invasions of our privacy. Companies use 
them sometimes for research purposes, sometimes to be of more service to their public. 
Sometimes cookies can do pretty simple things like leave items in your shopping cart when you 
have managed to go off that page to another site or do research into that product or service. It 
will keep it in the shopping cart, so cookies sometimes do have a legitimate good purpose. A lot 
of third-party cookies are considered to be invasions of privacy from some advocates and you 
may not want to allow those cookies into your device. It is really up to you, but we're going to 
learn a little more about cookies from one of our other attorneys that used to work in our 
section.

The text below is a transcript of the video played during the live webinar. 

Have you ever revisited a website and found that your personal information such as your email 
address and password are already stored? This may be the result of cookies. Not these kinds of 
cookies, digital cookies. Digital cookies are small data files used by websites to track your online 
habits, such as your search engine history and the websites you visited. But, with all this stored 
information comes risk. Some consumers like cookies because they allow you to bypass retyping 
a password or reloading a shopping cart each time you exit a web page. However, other see 
cookies as intrusive since most cookies track your browsing habits across various websites. You 
should familiarize yourself with your cookie settings. You can easily disable cookies by reviewing 
the settings on your web browser. Generally, you can find the cookie settings by looking 
through a browser’s tools or preferences. There you can choose to block some or all of your 
cookies. To learn more about consumer protection, visit www.OhioAttorneyGeneral.gov

Okay. Thank you, Kate. Some words of wisdom. 
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Now, privacy is our ability to control access to our personal information and activities. And, just 
like the Zero Knowledge Privacy Foundation said in one of my earliest slides, it is like the blinds 
on your window in a room. We want them closed usually, but we may want to open the blinds 
depending on what our goals are, what websites we are at, how secure our network is.
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What do we share? Think about it. We share photos from vacation. We share our full name. 
Sometime we share our alma mater or where we used to teach, the mascot of our favorite 
football team, our vacation plans (now, in the past and in the future) and our pets names. All 
this information we may also use as a password or as a password reset question and answer. 
Sometimes we inadvertently share things, like our shopping cart or shopping habits, either 
through cookies or just by other monitoring that stores we go into through the web may put 
into place that we may or may not consent to. 

Hopefully you've read privacy policies from the companies you do business with. If you have 
not, it is always good to do that homework. Read privacy policies of the apps that you use, the 
website you go to, and the accounts you hold. If you don't know what something means, think 
about not giving the app permission unless or until you really review it and figure out whether 
they need access or not. I see a lot of people download apps that are legitimate apps, but they 
may ask for more privacy exceptions or more permissions than what they really need for the 
purpose of the app. You always want to keep tabs on what you are allowing them to do with 
your contact list, your friends list, your photos, your audio, your video. All those types of things 
could be in play if you download an app and click “yes” for what permissions you are allowing 
that app to do.
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Social media. How many of you are on social media? We have got Facebook. We have got 
Twitter. We have got Instagram, Pinterest, and Linked In. That just touches the surface. I mean 
there is also Snapchat. There is also Foursquare. There is lots and lots of social media out there. 
It is being still developed every day, these times. There is still social media out there that has 
yet to be launched I am sure. 

If you are on one or more of the social media applications or programs be very, very careful of 
who you accept as friends, who you follow and, most importantly, what you choose to share on 
social media. And I tell this to teens all the time. Pretend like, if they say the post is going to be 
deleted in 30 minutes or 30 days, pretend like it is going to last forever. If you have your setting 
to only share with your actual friends on Facebook, pretend that it is going to go a lot further. 
Because, you never know what someone is going to share, what screenshot they are going to 
capture, what website or web app they are going to try to archive and share with people 
beyond your original intentions. 
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Think before you over share. 

I did a little bit of research and the Pew Research Center asked the question, “Do you limit the 
personal information you share online?” and believe it or not, a lot of people admit that they 
over share. That is not too surprising though, because a lot of people share lots of information 
through Facebook and Instagram and Pinterest and things like that. 

Use of social media as a February 2019 — can you believe that 69% of those in their 50s and 
early 60s are using social media these days? Obviously, it is higher for the younger folks and a 
little less relevant or a little less likely for those that are older. Even 40% of those 65 and older. 
I think that is a stunning statistic in terms of what I would have thought five or 10 years ago to 
be the so-called penetration rate of some of the social media apps. You see kids using it and 
you think “Oh it is not for me, I'll never use it.” Then suddenly you find out that friends are 
using it, colleagues and former colleagues are using it, and you are sort of roped into the whole 
trend of using social media as well.
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Before you share anything on social media ask yourself who are you sharing the information 
with? And again, I would expand, who do you think you are sharing the information with? 
What information is used, saved and shared? When is the information shared? Where are you 
sharing the information? And, why is the information really needed? So, if you cannot answer 
those questions to yourself, please do not over share. Please get answers of good consequence 
before you share information on social media so that it does not end up in the wrong hands.
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With mobile devices and tablets, there are some special considerations. First of all, they are 
portable so you may lose the device, it may get stolen, you may damage it and recycle it 
somewhere. No matter what, the portability does have its advantages and disadvantages. For 
example, because it is portable you want to make sure that you are not automatically 
connecting to public Wi-Fi. If you ask it to remember the Wi-Fi spot you are on, there is no 
telling next time you are in the vicinity of that Wi-Fi spot what you are going to be in the 
middle of doing or what you are about to do on your device. Maybe this time you are looking 
at news, which that is not a big deal to do on free public Wi-Fi. The next time maybe you have 
not logged in yet to your email and suddenly you login. You have automatically connected to 
free public Wi-Fi. It may or may not be the legitimate Wi-Fi hotspot and all of the sudden you 
have potentially compromised your password as well as information on your hard drive with a 
potential threat or with an actor that may have bad intentions. So, when you go in to log on to 
free public Wi-Fi ask what the official name is and how secure it is. Do not do anything on that 
free public Wi-Fi that you would not want to be public anyway.

And in terms of GEO location features, you want to turn your location off unless you absolutely 
need it on your handheld device. Otherwise, it may automatically track your location in real 
time, especially if you're taking or posting photos. Depending on what your settings are, there 
are applications out there that work with the location on your phone to automatically post 
when and where and who you are with every photo you are posting on social media. So again, 
look at your features, look at your settings and look at your different preferences. Make sure 
to turn Wi-Fi off and turn “Location Services” off unless you actively need them for GPS 
purposes or for devices to help you find your phone in case you lose it. That is a good exception 
to make from turning your “Location Services” off. But really that should be the only one. 

24



Some other mobile device security and privacy tips. You really only want to use the official app 
stores and you want to read online reviews before you download anything. Again, your app 
stores you probably know, and you have probably gone to before, like Google Play, the iTunes 
or the iStore, the Amazon Kindle store — those kinds of app stores. If there is one you have 
never heard of and someone has told you a way to get free music, free videos or get something 
for free that you are supposed to pay for, it may come with surprise malware. It may come 
with more than what you bargained for. You can look for little things within the app settings 
and within the description of the app to try to figure out whether it's legitimate, but I would 
stick with the official app stores. 

Also, deleting apps you no longer use is a really good idea because then you revoke all those 
permissions that you let them access to. So, if you are like me and sometimes people 
recommend an app and it is nice for a day or two, but then you end up never using it, please 
delete it completely from your electronic devices. 

Before you dispose of your device, delete all the content. I made a mistake a couple years ago
as I was getting rid of a digital camera. Everybody uses their phone these days as digital 
cameras and I had a very outdated model. Actually, it was my second digital camera, so I really 
didn't need it, so I ended up getting it recycled. I forgot to take out one of the memory cards. 
That was a mistake. Delete all the content on whatever hard drive you are using as well as all 
the memory cards, jump drives. Anything that has content, delete all that content to the point 
where it cannot be restored. Remember, if you know how to restore the content, so does a con 
artist, so does a scammer and so does a hacker. You want to delete all the content completely 
before you recycle. Throw it away, give it away, sell it, or whatever you want to do with your 
devices is fine, as long as you have reformatted and deleted all the content on the device so 
that your personal information and content does not become jeopardized.
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Also, I did want to mention to you sort of a bonus tip that I thought was in this presentation. If 
you have not looked at your privacy and security settings lately, look at them for all of the 
different devices you have on your app. One thing we found at the Attorney General's office is 
some of the apps, especially social media, may not carry over your preferences from one 
device to the next device. If you set up your Facebook account eight years ago on your laptop, 
and since then you are on your fourth phone and your second tablet, make sure you manually 
check all those devices for where those privacy and security settings are set, especially if you 
have never done that before. 

We have a great website, I really appreciate your patience and I hope you'll have some 
questions for me. OhioProtects.org is where you can go for more information. We have 
especially good information on the front page right now on those annoying robo calls that we 
all hate. We also have information about filing a report against a business, if you want to file a 
complaint and you do not know where to go and you are not getting the refund you expect to 
get. You can go to OhioProtects.org and file a complaint against the business that you cannot 
work out for yourself. We do have an informal dispute resolution process that can help get 
your money back. We cannot really go to court for you, unless again if we get a lot of people 
complaining. If we see a pattern of misconduct that is one thing. But, if it is one complaint they 
have gotten and they have been in business for 20 years there is the informal dispute 
resolution process that we have. As far as I know, it the Better Business Bureau in all the areas 
of Ohio have that type of system as well. The Better Business Bureau even gives letter grades 
to businesses. If you want to do your homework before you hire a home repair contractor or 
tech support person or someone to fix your car, by all means, let us know how we can help. Go 
to the BetterBusinessBureau@bbb.org. The other thing you can do from our website is sign up 
for our wonderful newsletter that comes out every other month. You could also report a scam, 
sign up for press releases, find other information and just learn a whole bunch of tips on our 
website at OhioProtect.org
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We also have a wonderful big website. All the sections are part of the office at 
OhioAttorneyGeneral.gov. If you are doing something that involves charities or you are doing
something that involves crime victims or veterans, or something like that, most likely they are a 
part of the OhioAttorneyGeneral.gov website that is right there for you so you can get on 
there. And then, we also have our toll-free help center. I do recommend writing this down or 
at least Googling it if you if you need help from us. It is very helpful. It is 800-282-0515. If you 
are more comfortable chatting with someone in real time, they do have a chat feature 
available at OhioAttorneyGeneral.gov as well. You can phone us, you can send it to us 
electronically, you can print it out and mail it to us if you need to, and you can also chat with us 
through our website at OhioAttorneyGeneral.gov
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There is some other basic consumer resources, I did want to mention. StaySafeOnline.org is on 
the screen from the National Cyber Security Alliance. If you want to have that website scan 
your hard drive for viruses. It does not replace having a good anti-virus program, but if you are 
just wondering and it has been a while since you have scanned your hard drive for viruses, 
check out StaySafeOnline.org. They have a host of companies that offer you the ability to get 
your hard drive scanned and to look for viruses that you may be susceptible to. And also, if you 
are a victim of an Internet-based fraud or scam, that is where the Internet Crime Complaint 
Center gets in. That is www.ic3.gov. The FBI’s White Collar Crime Task Force is called into that 
center as well as lots of other public and private partnerships.

Thank you so much for your time this afternoon. I have spent 55 minutes, so I want to leave 
time for as many questions as you guys have. Thank you very, very much for your attention 
today. Hopefully my talk was not too basic or too advanced. We try to meet everybody in the 
middle and not everything is as common sense as you may think. 

I do want to thank STRS Ohio again for having me back and I will open the floor for questions. 
Thank you so much.
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